
This project is funded  
by the European Union

Issue 25 | November 2021

R
ES

EA
R

CH
 P

A
PE

R

Constructing crime
Risks, vulnerabilities and opportunities in 
Africa’s communications infrastructure
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Summary
While Africa’s growing communications infrastructure and increasing internet penetration offer 
significant developmental benefits, they offer parallel opportunities to organised crime, which 
exploit the continent’s enhanced connectivity. These opportunities are set to grow with nascent 
research already indicating that the continent is an increasingly important source of both cyber-
dependent and cyber-enabled crime. It is a crucial and already tardy moment to take stock of 
how these vulnerabilities manifest, and how they can best be addressed. If they remain ignored 
and unmitigated, organised crime will increasingly undermine progress and development, 
compromising the achievement of the very goals that enhanced infrastructure seeks to achieve. 

Key findings 
 • The pace of communications infrastructure development and the increase in internet penetration, 

including e-commerce, in Africa, is accelerating and Covid-19 has further enabled these trends. 
 • The telecommunications and digital sectors are vastly under-regulated, and many countries lack 

legislative frameworks to prosecute cyber criminals. 
 • Cyber criminals on the continent are keeping pace with ongoing digitisation, leveraging newly 

available technologies and demonstrating increasingly sophisticated techniques.
 • Africa’s financial services sector is particularly targeted by criminals exploiting the sector’s 

reliance on communications infrastructure. Mobile money is particularly vulnerable to criminal 
interference and is widely used to launder criminal profits. 

 • The prevalence of counterfeit hardware and software, with inbuilt vulnerabilities to hacking, 
presents a key vulnerability in countries where the counterfeit market is significant. 

 • The nascent spread of Internet of Things (IoT) devices across Africa, which is predicted to 
accelerate, constitutes a significant and increasing vulnerability to organised crime.
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Introduction 
Communications infrastructure – equipment and 
installations for telecommunications, electronic 
broadcast media and digital enterprises – is increasingly 
at the centre of both everyday life and transnational 
crime in Africa. 

From 1923, when BBC archives record the first radio 
transmission in Africa, namely in South Africa,1 digital 
communications, and the physical infrastructure that 
supports them, have enhanced cross-continental 
connectivity. However, as the adoption of communication 
technology and e-commerce across Africa provides a 
platform for a range of licit opportunities, it opens parallel 
opportunities for illicit activities, which exist in close 
proximity to their licit counterparts.

The development of the internet in the 1990s 
transformed the telecommunications sector, notably 
in the widespread automation and digitisation of data. 
The subsequent emergence of the continent’s current 
telecommunications, media and technologies (TMTs) 
infrastructure and associated economies not only 
changed the development, economic and political 
trajectories of Africa but also presented criminal 
enterprises with new avenues for profit. 

Communications technologies 
have ‘resulted in the globalisa-
tion of crime as well as the 
methods of committing it’

The economic growth and increased global connectivity 
of the continent which transpired across the late 
20th and early 21st century thus constituted a pivotal 
moment for not just licit, but illicit trade in Africa.2 This 
has been termed deviant globalisation, namely the 
unpleasant underside of transnational integration.3

Globally, the use of communications technology for 
criminal purposes has been highlighted as a particular 
cause of concern and a phenomenon that remains 
poorly understood.4 In the last few years, African 
governments have recognised that communications 
technologies have ‘resulted in the globalisation of 
crime as well as the methods of committing it.’5 
Nevertheless, African countries have (alongside 

the majority of their counterparts globally), been 
slow to recognise and address the growing threat 
posed by organised crime’s use of communications 
infrastructure, in particular the internet. 

Research by the African Union (AU) Commission 
and Symantec found that Algeria, Egypt and South 
Africa were the three countries most targeted by 
cyber attacks on the continent,6 demonstrating a 
clear correlation between a country’s attractiveness 
to cyber crime, and its gross domestic product (GDP) 
and sophistication of communications infrastructure. 
This indicates that the threat posed to the continent 
by the exploitation of communications infrastructure 
by organised crime is set to increase alongside 
development progress and economic growth, 
becoming an increasingly powerful force undermining 
development.

While access to communications technology is key 
for development, it also brings with it enhanced 
vulnerabilities to organised crime that exploits the 
enhanced connectivity such infrastructure provides 
for criminal purposes. This tension manifests across 
different forms of infrastructure development, creating 
the crime-development paradox. Namely, while 
the sustainable development goals (SDGs) cannot 
be achieved without infrastructure growth, the 
informal and unregulated governance system around 
infrastructure developments creates an opportunity for 
organised crime groups, particularly state-embedded 
actors, to undermine development.7 

As the development of communications infrastructure 
continues to accelerate, with a fast-growing population 
and increasing demand for connectivity among 
businesses spurring on growth, good governance and 
security are sacrificed in the interests of speedy roll-
out. To take but one example, in seaports the relentless 
pressure to increase trade throughput has severely 
compromised consistent law enforcement processes, 
enabling vast volumes of illicit commodities to enter 
the continent through its sea borders.8 

Similarly, Africa’s cyber security infrastructure is young 
and under-resourced,9 as African countries have 
long favoured the proliferation of communications 
technology at the expense of investing in enhancing 
cyber security and resilience to criminal exploitation.10 
The risks have been intensified because of Covid-19, 
as the rate of using both e-commerce sites and digital 
financial services grew, as people sought to limit their 
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exposure to the virus while purchasing and paying 
for food, medicine, health and hygiene products and 
other goods.11

The opportunities offered by communications 
infrastructure to organised crime are set to grow in 
Africa. It is therefore crucial, if not already overdue, to 
take stock of how these vulnerabilities manifest, and 
how they can best be addressed. If they remain ignored 
and unmitigated, organised crime will increasingly 
undermine progress and development, compromising 
the achievement of the very goals that enhanced 
infrastructure seeks to achieve. 

Progress in a regulatory vacuum 
While good governance of physical infrastructure 
development is broadly tangible in its absence across 
the continent, in the context of telecommunications 
this is compounded by significant sectoral under-
regulation. Africa is benefitting from technology 
leapfrogging and is expected to have access to the 
same levels of internet infrastructure as the EU in the 
next five years.12 

This means that not only has the continent lagged 
in the adoption of legislative frameworks governing 
crimes affecting telecommunications, but that it is 
at the forefront in adopting certain technologies for 
which regulation barely exists, such as the Internet of 
Things (IoT). The predicted explosion of IoT technologies 
and artificial intelligence across the continent is thus 
likely to occur in a regulatory vacuum and constitutes 
an acute escalation of the risks inherent in such 
uncontrolled development.13

While the AU adopted the AU Convention on Cyber 
Security and Personal Data Protection in 2014, as 
of June 2019, under 50% of African states were 
signatories.14 Even where legislation seeking to 
address cyber crime as one element of criminal use of 
communications has been enacted (including South 
Africa, Botswana, Kenya, Uganda and Cameroon), 
implementation is poor. 

This is also the case with regards to national cyber crime 
strategies that are in place across many countries but 
often backed by extremely limited resources.15 Further, 
legislation not directly targeting cyber crime but instead 
regulating the telecommunications market, or data 
protection, often fails to consider cyber crime risk. 

For example, in South Africa, legislation regulating the 
telecommunications market is consumer-centric. To 
take one example, the Number Portability Regulations 
of 2018 seek to promote a competitive market by 
ensuring consumers can easily switch between 
networks.16 In line with this, the Regulations do not 
require stringent security checks on the consumer 
requesting the port. This is being exploited by criminals, 
who step into the shoes of the victim to port their 
number to another network provider. The criminal 
operator no longer needs to effect an illegal SIM swap 
to bypass dual-factor authentication systems and can 
then easily access many of the victim’s accounts.17 

Further, data protection legislation typically allows 
sharing of personal data by private service providers 
with law enforcement for the investigation of crimes. 
However, sharing of personal data between private 
companies for the prevention of crime, and broader 
risk mitigation, is less clearly permitted in many 
frameworks. This can pose an obstacle to data sharing 
within the private sector which could seek to enhance 
resilience to criminal defrauding of customers, and 
enhance identification of fraud. 

Africa is expected to have 
access to the same levels of 
internet infrastructure as the 
EU in the next five years

In jurisdictions where no legislation exists, it is 
difficult to prosecute cyber criminals, even where 
their involvement is evident.18 Botswana, in its 2019 
submission to the United Nations on the challenges 
it is facing regarding the use of communications 
technologies for criminal purposes, highlighted the 
‘non-harmonised cyber crime and data protection 
legislation’ across the continent. Their submission 
broadly emphasised the patchy legislation as a key 
obstacle to ‘the investigation of criminal activities in 
cyber space,’ with information exchange between 
jurisdictions, necessary in the cross-border nature of 
cyber crimes, as being particularly difficult.19

While a lack of capacity and resources among 
law enforcement is repeatedly identified as an 
obstacle to effective counter-crime responses on the 
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continent, this is particularly acute in the context 
of criminal activities exploiting communications 
infrastructure. Some countries, including Ghana, have 
sought to address this ‘skills gap’ by outsourcing 
such investigations. However, this is costly and, in 
Ghana, has resulted in claimants being asked to fund 
their own investigations which acts as an enormous 
limiting factor on access to justice and means 
impunity is almost absolute.20

How the proliferation of internet 
access has facilitated organised crime 
Worldwide, 4.1 billion people use the internet, 3 billion 
are on social media, and about 7.6 billion mobile 
phones are active.21 In 2019, Africa was home to over 
500 million internet users, connected primarily through 
smartphone technology, which far outstrips other 
forms of internet access on the continent.22 

Having said this, internet penetration remains low in 
Africa: it is the region with the lowest internet usage 
rate in the world, with under 30% of individuals having 
access to the internet as of 2019.23 

Growth is expected to accelerate – with internet access 
expanding at an annual rate of 45% between 2016 
and 2021.24 In parallel, the opportunities enhanced 
connectivity presents to organised crime on the 
continent are also set to increase.

Growing access to the internet has facilitated the 
commission of both cyber-dependent crimes, and 
cyber-enabled crimes across Africa, and Africa has 
been identified as an increasingly significant source 
of both categories of cyber crime.25 Broadly, cyber-
dependent crimes are defined as those which can 
only be committed with the use of a computer and 
include hacking, malware, and denial of service attacks. 
Africa’s weak network and information security make it 
particularly vulnerable to such attacks. 

In contrast, cyber-enabled crimes are those which 
‘can be increased in their scale or reach by use of 
computers, computer networks or other forms of 
information communications technology.’26 In other 
words, this typifies the use of technology in the context 
of ‘traditional’ organised crime.

Most countries in Africa are characterised by low levels 
of digitisation and limited technical awareness. This 
makes the continent particularly vulnerable to cyber-

enabled scams and means that the vast majority of 
Africa’s cyber crime can be characterised as ‘low-
tech/high-interaction’. Namely, where technical 
sophistication is low but the crime involves significant 
use of deception of the human target.27 Widespread 
and accelerating smartphone access, coupled with 
a limited understanding of how such devices can 
compromise personal information, and be targeted 
by cyber criminals, compound the vulnerabilities of 
swathes of the population in Africa to such ‘low-tech/
high interaction’ cyber crime.

Growing access to the internet 
has facilitated the commission 
of cyber-dependent crimes

Consequently, it is cyber-enabled crime that constitutes 
the majority of cyber crime on the continent.28 While 
Africa’s low digitisation means it is currently less 
impacted by cyber-dependent crime, speedy growth 
of this category of crime posits a significant challenge 
to good governance and one which the continent is 
poorly placed to combat. 

Cyber-enabled crime 

Organised crime groups and gangs in Africa are 
increasingly using digital communications devices 
and technology to enhance their criminal activities.29 
This mirrors the enhanced blurring of the line 
between cyber crime and traditional crime tracked 
globally. Traditional crime is increasingly gaining cyber 
expertise, either by outsourcing to hackers-for-hire, in 
what has been termed the ‘crime as service’ model, 
or through leveraging low-level technologies in their 
operations.30 

Advance fee scams and phishing 
One popular low tech yet highly lucrative advance fee 
fraud is the 419 scam, often involving romance scams 
or phishing and originating predominantly in Nigeria, 
although also common in Ghana and across the rest 
of West Africa. Similar scams offering gold purchases 
at attractive rates by ‘representatives of gold mining 
companies’ are also prevalent in the region.31 
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The 419 scams have evolved into Business E-mail 
Compromise (BEC) scams – low tech financial fraud in 
which spoofed emails from CEOs, suppliers, or other 
trusted sources are sent to financial or administrative 
staff to request large money transfers.32 As 419 scams 
have transformed into BEC scams, the target has 
shifted from predominantly individuals, to legitimate 
businesses through individual victim defrauding. 
A number of EU members states noted the 
involvement of West African organised crime groups in 
perpetrating BEC scams.33

Kenya’s position as the ‘Silicon 
Savannah’ of Eastern and Central 
Africa, makes it a valuable target 
market for cyber crime operators

Nigeria retains the dubious title of world leader 
in originating such scams, with about half of such 
attacks worldwide found to originate from Nigerian IP 
addresses.34 One investigation into BEC scams by the 
FBI, Operation reWired, concluded in 2019 with the 
arrest of 281 people globally. This included people from 
Kenya and Ghana and, constituting the largest group of 
nationals, Nigeria, together with individuals from across 
Europe, Asia and North America.35 Until being foiled 
by the FBI, the network succeeded in obtaining up to 
US$10 million in profits through phishing scams.36 

The South African banking sector and software 
security companies have publicly expressed concern 
about the increase in phishing schemes.37 Similarly, 
Kenya’s position as the ‘Silicon Savannah’ of Eastern 
and Central Africa, makes it an attractive and valuable 
target market for cyber crime operators.38 It also means 
the technical skills required by cyber criminals are 
increasingly available. 

In 2018, BEC was reportedly one of the key ways in 
which Kenyan businesses were defrauded by cyber 
criminals, with Kenya as a whole reportedly losing 
US$295 million to cyber crime in 2018.39 Kenya has 
taken legislative action to enhance the regulation of 
BEC, which under the Computer Misuse and Cyber 
crimes Act of 2018 is sanctionable by a fine not 
exceeding US$3 000 and/or imprisonment for a period 
not exceeding three years.40

As the targets of cyber criminals in such advance fee 
scams have shifted from individuals to companies, the 
quantum compromised in such attacks has increased, 
and they present an extremely lucrative revenue 
stream for criminal operators with limited technical 
skills. West African criminal groups are believed to 
be particularly involved in such scams, and their 
sophistication is growing.41 

Accelerating internet penetration and speed, and 
the ensuing growth of the digital skills of the 
population in West Africa have led Europol to predict 
an increasing and significant role for West African 
organised crime groups in cyber crime perpetrated on 
EU nationals.42

SIM box fraud 
In SIM box fraud, common across Africa and also 
known as the ‘interconnect bypass fraud,’ fraudsters 
install SIM boxes with different, low-cost prepaid 
SIM cards, and then earn money on the difference 
between international and local rates.43 Such fraud 
requires limited technical skills and has proved 
particularly costly to Africa’s telecommunications 
operators and governments, the latter in the form of 
lost revenue, with the governments of Kenya, Uganda 
and Ghana all reporting significant yearly losses.44 

The revenues made by such fraudsters are significant, 
with local media reporting that arrests conducted in 
Accra, Ghana found networks making over US$100 
million in profits.45 Ghana set up a Joint Anti-Telecom 
Fraud Task Force composed of members from both 
private and public sectors. The task force specifically 
focused on SIM box fraud and other frauds targeting 
the telecommunications sector, in recognition of the 
scale of losses being experienced by private operators, 
and the government in the way of revenue, due to the 
activities of criminal networks.46 

Online child sexual exploitation in Africa 
Research has tracked a clear correlation between 
growing internet penetration and the increase of 
online child sexual exploitation (CSE) in Africa. This 
was recognised by the Commissioner for Social 
Affairs of the African Union in the AU Global Summit 
to tackle online CSE held in December 2019. 
‘Internet connectivity and usage has continued to 
expand rapidly in Africa and though this has brought 
great social and economic benefits to the region, it 
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has also exposed children to greater risk of Online 
Child Sexual Exploitation.’47 

A 2019 report by the Africa Child Policy Forum 
titled A Silent Emergency, termed Africa the ‘new 
frontier for online sexual abuse.’48 The report found 
that African countries where internet penetration 
was highest, demonstrate the greater prevalence 
of online CSE.49 Low levels of digital awareness 
among both children and their parents make 
victims particularly vulnerable to abuse, with parents 
affecting limited or no control over internet usage. 
These factors combine to make Africa a growing 
source of online CSE material.50

A range of organised crime groups is leveraging the 
opportunities presented by online CSE, with a number 
operating in Kampala, Uganda, believed to draw 
significant revenue streams from producing online 
CSE material.51 In 2017, Kenyan law enforcement 
raided a house in Nairobi where they found over five 
girls engaging in live webcam shows. Supplementing 
research suggests that online webcam sex is an 
increasing trend on the continent.52

African countries where 
internet penetration is highest 
demonstrate the greater 
prevalence of online CSE

Explosive leaps in technological advances without 
a parallel growth in good internet governance, 
together with widespread availability of low-cost 
smartphones, were identified to be a key driver for the 
growth of online child sexual exploitative practices on 
the continent.

Use of social media platforms: the illicit 
wildlife trade 
Social media platforms and applications are used 
by 46% of the world’s population53 and over 191 
million users in Africa.54 They are increasingly the 
command-and-control hubs of choice for a range 
of criminal networks55 with major social networking 
and e-commerce platforms operating as key sites for 
unrestricted illegal activity. 

In 2018, the illicit wildlife trade (IWT) was estimated 
by Interpol to constitute approximately 21% of 
organised crime detected in Africa.56 A significant 
and growing proportion of IWT is enabled by the 
online markets which rely on telecommunications 
infrastructure, with dealers commonly placing 
advertisements on publicly available platforms, and 
trades conducted across a range of major social 
networking sites.57 The opportunities offered to 
criminal networks by the dark net have not yet been 
fully leveraged in this context with IWT conducted 
almost exclusively on the surface web.58 

Growing internet penetration has acted as an 
amplifier of demand across a range of illicit markets 
prevalent across Africa. For example, in the context 
of human smuggling, an illicit market that can 
be characterised as ‘aspirational’ – the successful 
emigration stories of other community members 
shared on social media and messaging apps – can 
enhance demand for smuggling services.59 

Similarly, research conducted for the Global Initiative’s 
Digital Dangers project identified widespread evidence 
indicating that the growing availability of online 
connections and trading platforms has driven demand 
across an increasingly wide consumer base.60 The 
globalisation of demand and supply dynamics is having 
a devastating impact on global biodiversity and the fate 
of high-demand species. For example, a demand spike 
for pangolins in Asia was quickly fed by supply from 
Africa once the Asian family became endangered. 

Looking to the future, rapidly expanding internet 
access across Africa (composed of many key source 
countries for illegally-traded species), and in demand 
countries, indicates that the role of technology in 
the IWT will only continue to grow.61 These demand 
countries include China, a major destination market 
for IWT flows, including, but not limited to, ivory, rhino 
horn and pangolin scales that all originate in Africa.

Cyber-dependent crime 
Most cyber-dependent crimes originating in Africa 
are low-level, high-frequency attacks that do not 
rely on sophisticated software, reflecting the limited 
bandwidth available to the majority of users.62 

Cyber-dependent criminal activity originating 
in Africa (targeting both foreign and domestic 
victims) appears set to grow alongside accelerating 
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digitisation, in line with global trends, with Africa 
becoming an increasingly key source of cyber-
dependent crime globally.63

Some industry reporting suggests that mobile 
malware activity is concentrated in Africa, alongside 
Asia and the USA.64 As victims of mobile malware are 
more likely to approach their provider and complain 
of malfunctioning on their device than to report the 
incident to law enforcement,65 industry statistics 
are likely more revealing than those collated by law 
enforcement, and investigations are unlikely. 

Africa is set to become an 
increasingly key source of cyber-
dependent crime globally

However official figures reported by governments suggest 
increasing instances of malware and botnets.66 This trend 
seems set to continue – research suggests that malware 
developed on the continent is increasing, predicting 
a further uptick in malware attacks originating in 
Africa.67 African organised crime groups are increasingly 
combining cyber-enabled scams with technical attacks, 
such as through the use of malware.68 

A growing digital black market has been identified 
in North Africa, where malware and malicious code 
is ‘shared’ among illicit operators. While to date the 
majority of attacks can be characterised as ‘hacktivism’, 
international law enforcement organisations predict 
that this will evolve into a spike in criminal attacks, 
particularly with the increasing links to Russian 
organised crime in the region.69

Criminal networks leveraging Africa’s 
telecommunications infrastructure 

Across a number of ‘traditional’ crimes ranging from 
the illicit wildlife trade to trafficking in persons and 
narcotics, internet access, and the online marketplaces 
it provides, have lowered the barriers to entry into the 
market for illicit operators. They have also lowered 
the risk for consumers or buyers of illicit materials 
and services.70 Similarly, barriers to entry into cyber-
dependent crime are low, with minimal overheads 
meaning cost implications are limited, and the growth 

of digital skills for hire even precluding the need for 
technical knowledge.71

Research has suggested that the self-perception of 
cyber criminals is different from that of those involved 
in ‘traditional’ crimes, with the former more likely to 
perceive themselves as entrepreneurs.72 This is reflected 
in the differing attitudes to jail time. In traditional 
organised crime groups, serving time in prison is often 
perceived as a rite of passage, providing further street 
credibility. In cyber crime getting caught casts doubt 
on your skills.73 

Although a clear picture of the networks involved in 
perpetrating these cyber-dependent crimes has not yet 
emerged, nascent academic research suggests that cyber 
crime networks often mimic the structure of legitimate 
businesses, rather than being more akin to mafia-like 
structures, mirroring entrepreneurial self-perception.74

Societal attitudes towards cyber crime can also differ 
from those for more ‘traditional’ crime. For example, 
in West Africa, online fraud can often be perceived 
as a business opportunity, rather than a traditional 
criminal activity. In line with this, 419 scammers have 
been celebrated in popular culture,75 most famously in 
a popular song by Nigerian artist Nkem Owoh’s called 
Oyinbo, I Go Chop Your Dollar, which tells of stealing 
money from greedy ‘mugu’ (victims), and countries that 
‘419 be no thief, it’s just a game.’76

High youth unemployment rates, and licit domestic 
employment markets which are unable to absorb 
IT talent, create the perfect conditions for deviant 
globalisation, in the form of large numbers of 
disaffected youth turning to cyber crime.77 Nigeria 
perfectly displays both characteristics. A youth bulge, 
and unemployment rates of over 50% among 18–35 
year olds,78 including among tertiary educated persons, 
make cyber crime an attractive option.

The uptick in the prevalence of Nigeria-originated 
419 scams may be linked to the global downturn 
in oil prices, which triggered a crash in the national 
economy, and resulted in a spike in unemployment 
levels.79 In Nigeria, those involved in cyber crime 
‘evolved upwards’, shifting from the least wealthy and 
educated sections of society, towards the working 
and tertiary educated population.80 They were driven 
by a lack of alternative options for generating licit 
livelihoods and a growing appreciation of the wealth 
accumulation offered through cyber crime.81 
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Interestingly, this contrasts to cyber crime in India 
which has ‘evolved downwards,’ originating among 
the urban working class, whose high levels of English 
enabled scammers to target foreign victims, and then 
spreading to rural, poorly educated communities.82

The fact that in many jurisdictions across Africa, English 
or French is the national language and is spoken 
fluently by swathes of the population, facilitates scams 
targeting international victims.

Experts in West Africa and the Sahel have tracked 
two distinct categories of cyber criminals which 
characterise Nigeria’s demographic cyber crime 
evolution. The first, widely termed the ‘Yahoo boys’, are 
the generation responsible for low tech and relatively 
simple online fraud, including the advance fee scams, 
such as the 419 examples cited above. These frauds are 
typically mass-targeted, only requiring a few victims to 
create profits. 

High unemployment rates,  
including among tertiary 
educated persons, make cyber 
crime an attractive option

The second emerging category is the ‘next-level cyber 
criminals’, who are cyber criminal groups conducting 
more sophisticated criminal operations and leveraging 
more advanced technologies including malware 
development, multi-phishing intrusion and encryption 
mechanisms. This group of criminals is growing in 
size and sophistication, and its targets are typically 
of higher value.83 This also means that the region is 
being identified by international law enforcement as 
a growing source of cyber crime targeting nationals 
beyond the African continent with increasingly 
technically sophisticated attacks.84

One key example of the speed at which African cyber 
criminals are identifying opportunities and adapting 
their illicit business practices was the ransomware 
attack on the US Covid-19 stimulus payments that was 
attributed to a Nigerian cyber criminal group, Scattered 
Canary. By a combination of phishing and hacking, 
they were able to divert millions in benefits.85

Within the continent, although some sophisticated 
networks with clear hierarchies likely exist, analysts 
believed that cyber crime is predominantly perpetrated 
by ‘networked criminality’, namely small cells of people 
who either have access to valuable information or a 
particular skill.86 These ‘cells’ collaborate to perpetrate 
the relevant crime, but can quickly disband and re-
form if an operator is arrested. These relationships are 
built on trading lines and complementary skillsets, 
rather than clan or gang loyalty. 

Communications technology and the 
vulnerabilities of Africa’s financial 
services sector 
Communications infrastructure increasingly underpins 
global and continental financial markets, with an 
increasingly large proportion of data and financing 
transactions digitised. Financial institutions are a key 
target for criminals exploiting such technology, with 
financial crimes representing approximately 43% of 
organised crimes committed in Southern Africa, and 
a significant proportion of criminal profits across the 
continent.87 Not only do financial institutions constitute 
a key source of revenue for criminal groups, but poorly 
regulated financial services also offer perfect channels 
to launder the proceeds of crime – both points are 
considered below. 

Financial service providers are common and growing 
targets of hacking attacks, repeatedly constituting 
the sector with the largest losses attributed to cyber 
crime in Africa, ahead of e-commerce providers and 
telecommunication companies.88 

Experts on cyber crime in Africa’s telecommunications 
sector point to the continuing vulnerability of financial 
institutions, ranging from commercial banks to fintechs, 
to fraud conducted through digital technologies, citing 
this as the biggest challenge facing the finance sector 
in Africa.89 Transaction processing technologies are 
particularly targeted by cyber criminals, while data theft, 
already a significant problem on the continent, is believed 
to be the ‘next frontier’ in combatting cyber crime.90 
Cyber crime targeting financial institutions, in line with 
broader trends on the continent, predominantly relies on 
human error, with criminal actors targeting individuals 
linked to financial institutions, rather than the technology 
of the institutions themselves. 
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Of particular concern is the growth of SIM swap 
fraud, which targets weaknesses in two-step 
authentication where the second step is a call or SMS 
to a mobile telephone, enabling scammers to obtain a 
‘replacement’ SIM card by pretending to be the victim. 
The scammers then use this ‘replacement’ SIM card 
to effect mobile phone transactions and compromise 
significant mobile capabilities, including mobile 
banking accounts.91 

In South Africa, one sim-swap victim was reported 
to have lost US$20 000, while fraudsters can steal 
an average of between US$2 500 and US$3 000 per 
victim.92 Although, as mentioned above, in South 
Africa many criminals are now porting numbers to 
bypass dual-factor authentication, rendering SIM swaps 
unnecessary.93 

Of particular concern is the 
growth of SIM swap fraud, 
which targets weaknesses in 
two-step authentication

These crimes targeting the financial sector appear set 
to increase according to the South African Banking 
Risk Information Centre’s (SABRIC’s) 2018 Digital 
Banking Crime Statistics Report. Year-on-year figures 
of incidents of criminals hacking or otherwise gaining 
illicit access to banking apps, online banking and mobile 
banking doubled between 2017 and 2018, costing the 
South African banking industry over R250 million in 
gross losses.94 

Mobile money 

Africa is the global leader in mobile money transactions, 
which underpin a significant proportion of the 
continent’s financial services landscape. Provided 
predominantly by mobile network operators (MNOs), 
mobile money relies on telecommunication networks 
rather than the internet, and on mobile money agents, 
which far outstrip bank branches across the continent.95 

According to the 2018 GSMA Mobile Money report, ‘The 
scale of mobile money continues to grow, with more 
than 866 million registered accounts in 90 countries 
and $1.3 billion transacted every day.’96 In contrast, 

regulation of the sector has lagged far behind, with 
many countries only recently scrambling to include 
mobile money frauds in cyber crime legislation. Even 
in the jurisdictions in Africa which have established 
legislation governing the mobile money industry, the 
high-frequency small-volume nature of mobile money 
transactions, together with their cross-border nature, 
pose key obstacles to law enforcement investigations, 
rendering convictions rare.97 

Current trends in the mobile banking industry make 
it an increasingly lucrative target for criminal groups. 
The market is shifting from its traditional manifestation 
as primarily a facilitator of person-to-person money 
transfers, to the payments-as-a-platform approach, 
as companies in a range of sectors, including retail, 
hospitality and travel, increasingly offer mobile money 
functionality for customer payments.98 Further, 
individual customers are increasingly linking their 
primary bank accounts with their mobile SIM cards. 
Both these developments significantly increase the 
volumes of money at stake in mobile money frauds. 

SABRIC figures suggest that criminal mobile banking 
incidents grew at a particularly fast pace, showing an 
increase of 100% from the previous year. However, as 
these figures are not tracked against the total number 
of mobile banking transactions, it is difficult to identify 
whether this is due to an overall increase in the 
number of mobile banking transactions, or whether 
these are particularly vulnerable to criminal attacks.99 

As with cyber crime in general, these incidents are 
predominantly triggered by the criminal obtaining 
sufficient information from the victim to then register 
the victim for certain services or apps without their 
knowledge, rather than attacks exploiting vulnerabilities 
in the security systems of the apps themselves. 

Money laundering 

Follow-the-money approaches are key to tracking 
illicit activities. Yet poor regulation of the financial 
system as a whole in Africa facilitates its use for 
money laundering by criminal syndicates and 
poses a significant obstacle to financial tracing by 
law enforcement. In parallel, the near vacuum of 
regulatory oversight of mobile money markets on the 
continent offers organised crime groups almost entirely 
anonymous transaction capabilities.100 
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This makes mobile money a popular conduit for 
proceeds of crime, including channelling funds to 
terrorist groups,101 as well as a preferred channel for 
money laundering, which is an entrenched element of 
organised crime activities on the continent.102 

Each step in the mobile money process presents 
opportunities for money laundering. Firstly – loading 
money onto the mobile money platform. Formal banking 
institutions subject to international financial regulations 
are required to conduct stringent ‘know your client’ 
and ‘customer due diligence’ checks on prospective 
customers, and implement anti-money laundering 
safeguards throughout the financial transaction process. 

However, such regulations were not created with 
mobile money in mind, and offer inadequate rules for 
banking operators offering mobile money services, while 
MNOs, which do not offer financial services as their core 
business, can fall entirely out of scope. Consequently, 
MNOs, which continue to provide the bulk of mobile 
money services in Africa, typically conduct limited due 
diligence on customers. This enhances anonymity and 
facilitates the injection of illicitly obtained funds into the 
formal financial markets.103 

Mobile money is a popular 
conduit for proceeds of crime, 
including channelling funds to 
terrorist groups

To take one example, the Kenyan company M-Pesa, 
the most prevalent mobile money service across East 
Africa, offers users transnational transfer capabilities 
outside the traditional financial services sector. 
Although M-Pesa has stated it maintains the ‘highest 
global standards’ of financial checks and balances in 
its systems, international regulators have identified it 
as highly vulnerable to money laundering.104 

The cross-border laundering of funds facilitated 
through mobile money transactions poses a 
significant obstacle to auditing and law enforcement 
investigations and is used by organised crime groups 
to conceal the origin of funds. Such diffused funds 
can then be used in licit purchasing transactions, re-
integrating the illicitly obtained funds into the formal 
financing streams. 

Vulnerabilities to organised 
crime in Africa’s communications 
infrastructure 

Submarine fibre-optic cables 
Since the 19th century, the bulk of global 
communications has passed through a vast network 
of submarine cables. Africa was linked to this global 
communications infrastructure in the mid-1880s, 
roughly a decade after most of the world.105

Today, over 95% of global telecommunications, including 
the internet, is transmitted through fibre-optic cables, 
the bulk of which lie unguarded across the seafloor. This 
arguably constitutes the greatest vulnerability in the 
global communications infrastructure.

Although the fibre-glass core of the cable is encased in 
steel, this provides scant physical protection. Of course, 
the vast majority of these cables are in the deep sea, 
and to some extent protected from intervention by 
their depth. However, where these cables are close to 
the coast and in the shallow waters of beaches and 
ports, they are easily accessible. In a number of cases, 
including instances in Egypt, Yemen and Pakistan, they 
have been accidentally damaged by ships carelessly 
laying anchor, or by divers.106 

In order to mitigate the risk of such unintended 
damage, which causes vast disruption to the countries 
relying on these cables, these submarine cables 
are marked on publicly available navigation charts, 
meaning those with criminal intent could easily locate 
them. The cables, and more specifically the copper 
element, have in the past been targeted by theft, with 
the valuable copper then sold on.107 This is reminiscent 
of the significant losses suffered by railway companies 
in Europe due to the widespread theft of copper used 
in signalling systems.

The physical network of submarine cables is owned 
and maintained worldwide by private companies, 
predominantly Facebook and Google. The capacity of 
these cables is then leased to companies that manage 
the data flowing through them, while the data itself 
will be owned by a huge number of different entities. 
Remarkably, despite the critical importance of these 
cables to national security and infrastructure, countries 
have no ownership or control over either the physical 
cable infrastructure or their data capacity.
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Although Africa’s internet infrastructure remains 
among the least competitive globally, roughly 25% of 
investment into submarine cables worldwide between 
2008 and 2017 focused on new cables to and around 
sub-Saharan Africa. Three of these are along the east 
coast of Africa and four along the west coast.108 

The growth in the number of cables connecting the 
African continent in itself constitutes a form of resilience 
as countries that are dependent on one or two cables 
are far more vulnerable to interference. For countries 
reliant on one cable, such as the Seychelles, were this to 
be destroyed, the entire communications infrastructure 
of the country would collapse, from air traffic control to 
visa payments and other digital financial transactions. 
Similarly, landlocked countries, such as Uganda, are 
heavily reliant not only on the submarine cables off 
the shores of their coastal neighbours, but on overland 
cables running across adjoining countries. 

However, as it is impossible to track what data flows 
through which cable, so where a country is connected 
by multiple cables, it is extremely difficult to predict 
the impact of damaging one particular cable. This 
is also what protects cables from being used in 
state warfare, as damage to a cable could affect the 
perpetrator and allies, as well as the intended victim.

The United Nations Office on Drugs and Crime’s 
(UNODC) Global Maritime Crime Programme has 
identified the potential for interference with this 
maritime structure and identified a need to increase 
the ‘security of such critical communications 
infrastructure.’109 Despite providing the underlying 
infrastructure for the bulk of the world’s 
telecommunications, submarine cables are not 
designated critical infrastructure features, and in many 
jurisdictions, grey criminal liability is attributable to 
their theft or damage.

A number of African leaders have long identified 
underwater cables as vulnerable to crime. Mr 
Mwesigwa, the Acting Director of Uganda’s 
Communication Commission, identified that regional 
cooperation is key: ‘East Africa is sharing submarine 
cables, it is important that we have a coordinated 
response to cyber threats on our infrastructure’.110 
The UN has repeatedly committed to supporting 
developing nations to enhance their legal and physical 
protection of cables and is currently supporting a 
number of UN member states in the Indian Ocean in 
drafting national submarine cable resilience plans.111

There are two ways these cables could in theory be 
exploited by organised crime. Firstly, for extortion, 
where a criminal network blackmails a government 
with the threat of damaging the cable. Countries that 
rely on one or two cables are far more vulnerable to 
such tactics. 

Similarly, ‘bottleneck’ areas, such as Egypt where 14 
cables come out of both Alexandria and Cairo and 
service a significant proportion of African countries, 
among others, could also be targeted by criminals 
seeking to inflict damage. Accidental damage to 
six cables by a ship in Egypt in 2013 led to internet 
outages across a number of countries in East Africa.112 
There have been rumours of criminal networks 
leveraging cables to gain financial profit through the 
exploitation of countries in this way, however, this 
remains extremely rare.

A number of African leaders 
have long identified underwater 
cables as vulnerable to crime

Secondly, by tapping the cables and stealing the 
data that flows through them and then using this 
mass of data to inform criminal operations. However, 
the International Cable Protection Committee, 
which represents 97% of the world’s subsea 
telecommunication cables, reportedly affirm that the 
capabilities required to sift through the data obtained 
through tapping are beyond any criminal network.113 
Tapping of these fibre cables has been reported in 
the context of alleged mass surveillance by certain 
countries, including the South African government,114 
but this does not appear feasible for organised crime.

Low-level crime, where operators steal portions of cables 
either under the sea or on land, is relatively common, 
with thieves seeking to extract copper from the cables 
(although the copper content is relatively low). This has 
become a priority issue in certain countries, including 
Ghana, where annual Cable and Pipeline Protection 
Awareness Workshops are conducted, and special cable 
courts have been established to prosecute instances of 
cable theft or damage.115 It is, however, unclear whether 
this can be termed organised crime, or whether it is 
more accurately characterised as petty theft – although 
highly damaging. 
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Consequently, while fibre-optic submarine cables 
are critically important to countries and highly 
vulnerable to damage, the difficulties in targeting the 
consequences of tampering with cables, and the sheer 
mass of data that flows through them, make them 
unwieldy as a tool for exploitation by organised crime.

Endemic low cyber security 

Poor cyber security standards, an absence of regulatory 
frameworks enforcing adherence to minimum 
standards, together with widespread information and 
communications technology (ICT) illiteracy, enhance 
the vulnerability of the African market to criminal 
capture of communications infrastructure. 

Recent research by Serianu, a cyber security company, 
found that 95% of public and private organisations in 
Africa operate below the cyber security ‘poverty line’, 
calculated as the point below which users are unable 
to protect themselves from relatively low-level cyber 
attacks.116 This grants the continent the dubious honour 
of far outstripping the rest of the world in its lack of 
cyber security architecture. 

Endemically low cyber security 
is further compounded by 
limited investigative capacity 
among law enforcement

Many computers in Africa have no anti-virus protection 
installed, and are not regularly updated and patched 
(a process whereby security vulnerabilities are fixed), 
providing cyber criminals with a vast number of under-
protected computers that can be used as botnets. 
Botnets can be used by cyber criminals either to launch 
distributed denial of service attacks (which take down 
websites or other targets by funnelling a large volume 
of traffic to the target which then overwhelms it) or to 
send malware to compromise other computers.

As technology companies are engaged in an arms race 
to develop ever more sophisticated products, many 
consumers are purchasing devices with functionality 
that they do not understand. This makes it impossible 
to understand the vulnerabilities inherent in the device, 
and what steps should be taken to mitigate risk. 

Ongoing limited investment in cyber security means 
that the private and public sectors are increasingly 
vulnerable to a proliferation of threats from scams, 
ransomware and other malicious attacks.117 
While fintech has boomed across Africa, and tech 
entrepreneurs have multiplied, the number of cyber 
security experts on the African jobs market has fallen far 
behind. A 2018 survey of over 300 telecommunications 
professionals found that the shortage of individuals with 
the required cyber security skills was repeatedly cited as 
a major challenge to businesses seeking to implement 
appropriate cyber security controls.118 

Endemically low cyber security is further compounded 
by limited investigative capacity among law 
enforcement once cyber crime does occur, creating 
a perfect environment of high opportunity and 
incentives, alongside widespread impunity. 

Poor digital awareness among the populations of many 
African jurisdictions acts as a further vulnerability. Some 
governments, such as the government of Benin that 
launched a cyber security campaign focusing on the 
country’s youth, and the government of Egypt that has 
implemented sector-specific awareness-raising efforts, 
have taken steps to address this.119 

Inbuilt vulnerabilities 
Concerns regarding the lax protections built into 
the hardware underpinning the communications 
infrastructure on the continent present a further challenge. 

Mobile technologies, in particular, have transformed the 
continent’s connectivity and shaped the opportunities 
presented to organised crime. The fast spread of mobile 
phones means that Africa largely leapfrogged landlines 
– as shown by the fact that more households have 
fixed broadband than fixed telephone subscriptions.120 
Expanding smartphone usage also means that internet 
access is predominantly through phones rather than 
computers, with only circa 10% of households having 
internet access through a computer at home as of 2019.121 

This makes the African population particularly exposed 
to vulnerabilities inbuilt in mobile phones, which 
are at the heart of financial services and internet 
connectivity across the continent. As telephones 
typically do not have encryption, antivirus, firewalls or 
other defensive software more common in computers, 
they constitute a particularly attractive opportunity for 
cyber criminals.122
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China’s Digital Silk Road, which seeks to enhance cross-
continent connectivity through the provision of internet 
infrastructure, could constitute a significant security 
concern given that China is known to under-securitise 
its products against cyber threats.123 One-third of mobile 
telephones sold in Africa are of Chinese manufacture and 
pre-loaded with Chinese-owned applications facilitating a 
wide range of banking and retail transactions.124 

In early 2019, malware was found to be embedded in 
a weather app pre-loaded on two brands of telephone 
handsets used in a range of jurisdictions, including 
Nigeria.125 The malware was found to be sending user data 
back to servers in China. This was not an isolated incident, 
with a number of reported cases of malware embedded 
into software or hardware being linked back to China.126

If Chinese manufacturers have failed to mitigate 
vulnerabilities to cyber crime on devices sold in 
Africa, and reports of malware found on low-cost 
Chinese devices globally point towards such a 
risk, this could leave swathes of banking and retail 
transactions open to criminal hacking, particularly 
when coupled with low levels of cyber security and 
awareness by product users. 

The prevalence of counterfeit and pirate 
software and hardware 
Poor regulation of Africa’s communications 
infrastructure, and poorly implemented intellectual 
property laws, have engendered a booming counterfeit 
market in both hardware and software across the 
continent. This has led some regulators to take 
desperate measures to stem the flow of counterfeits. 
In 2016, after delays in passing regulations banning 
trade and the use of counterfeit phones, Tanzania’s 
Communications Regulatory Authority simply 
disconnected 600 000 subscribers in an effort to stem 
the criminal counterfeit business.127 

There is a flow of discarded electronic waste from the 
developed to the developing world, with a significant 
proportion of this materialising in trash heaps across 
Africa, particularly West Africa.128 Networks involved 
in counterfeiting hardware often harvest elements 
of this discarded technology, such as components 
or materials from laptops, phones and other 
hardware, and reassemble them into almost identical 
counterfeit goods.129 Such hardware can contain 
backdoor vulnerabilities that can be exploited by 
organised crime. 

These discarded devices present additional 
vulnerabilities to their erstwhile owners – some 
hard drives which have not been wiped provide 
criminals with data that can be extracted. This data 
ranges from financial details to information enabling 
identity theft. In one case, a Ghanaian national 
found the discarded hard drive of US Congressman 
Robert Wexler, and used this to blackmail Wexler, 
threatening to publicise his social security number if 
payment was not forthcoming.130

Across the globe, software piracy is a significant 
concern with pirated software constituting about 
40% of software available. In Africa, pirated software 
constitutes 56% of the market, comparable to 
Central and Eastern Europe, and Asia-Pacific.131 
Certain countries far exceed the continent average 
– for example, Zimbabwe, where 89% of software is 
pirated, and Nigeria, where the figure is 80%.132 While 
overall the rate of unlicensed software installation is 
decreasing across the continent, progress is glacially 
slow, with many countries experiencing either no 
decrease between 2011 and 2017, and others a shift 
of one percentage point.133

Telephones constitute a 
particularly attractive 
opportunity for cyber criminals

Malware infections are very closely associated with 
pirated software – consequently, the higher rate of 
unlicensed software use, the higher the prevalence of 
debilitating malware infections.134 Pirated software can 
often carry modifications in their code to include lines 
of malicious code and Trojans that then expose the 
machines to infiltration by cyber crime networks. Even 
where pirated software does not carry inbuilt malicious 
code, it does not receive automatic security upgrades 
in response to newly identified vulnerabilities, as is the 
case with licensed providers. 

This renders the African continent as a whole, and 
countries where pirated software is particularly 
prevalent, extremely vulnerable to malware attacks, 
and constitutes an enormous cyber risk. For example, 
according to Symantec data, more than one out of 
every seven mobile devices in Nigeria is currently 
infected with mobile malware.135 Malware enhances 
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the risk of data theft, unauthorised access to the 
networks of companies, and may render the victim 
vulnerable to ransomware attacks. 

The proliferation of counterfeit hardware and 
software thus constitutes a key vulnerability of Africa’s 
telecommunications networks to organised crime. 

African governments, among the largest users of 
software on the continent, should play a key role in 
promoting the use of fully licensed software both 
within state-owned enterprises and among significant 
contractors and suppliers. Similarly, countries should 
ensure legal frameworks are in place to sanction 
counterfeit hardware and software and provide 
effective means for redress for those whose copyrights 
are infringed.

Future fears: the Internet of Things 
The growth of IoT innovations across the continent 
in a regulatory vacuum is a particular concern given 
that several ‘proof of concept’ and criminal attacks 
have confirmed that these devices can be exploited as 
platforms through which cyber criminals can attack 

victims.136 IoT regulation is scarce across the globe, 
with only the United Kingdom and the United States 
driving legislative developments in this space.137 

Consequently, most developers of IoT devices are not 
legally bound to consider the security aspects of their 
products, leading to inevitable loopholes. 

A number of reported incidents demonstrate the 
ease with which IoT devices can be hacked by cyber 
criminals.138 Africa is leap-frogging infrastructure-
reliant communications, as exemplified in its 
adoption of mobile technology rather than landlines, 
meaning IoT adoption is expected to move quickly. A 
number of IoT solutions have already been adopted, 
ranging from smart meters in South Africa, to chips 
in the endangered black rhinoceros in Eastern and 
Central Africa which detect the animal’s vitals, and 
can thus identify when an animal has been injured 
by poachers.139 

Worms and bots account for the vast majority of IoT 
attacks, however, cyber criminals conducting targeted 
attacks are increasingly using IoT as an infection 
vector. The volume of IoT attacks is high, with routers, 
which provide effective launch-pads for attackers, and 

Source: BSA Global Software Survey June 2018
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connected cameras, the most commonly infected 
devices, accounting for 75% and 15% of attacks on IoT 
devices globally respectively.140 

VPNFilter, an IoT threat that emerged in 2018, enables 
attackers to wipe the infected device upon command, 
so attackers can destroy any evidence after meeting 
their goals to evade detection.141 This demonstrates 
the myriad threats IoT technology can pose when 
wielded in the hands of criminal operators. As the IoT 
becomes the target of attack from criminal actors of 
many types, Africa is poised to become particularly 
vulnerable to such threats.

Conclusion 
The opportunities for organised crime to exploit 
Africa’s communication infrastructure are manifold 
and increasing. While enhanced internet penetration 
not only offers organised crime networks greater 
connectivity, it is also catalysing the growth of 
online CSE and other forms of cyber-enabled crimes 
which rely on the online marketplace offered by 
the internet. 

The proliferation of counterfeit devices, low levels of 
digital awareness in the population and poor cyber 
security are making Africa extremely fertile ground 
for growing cyber criminality. If the development of 
communications infrastructure is not to undermine 
progress as much as it stimulates development, urgent 
action is required. 

Recommendations 
 • Accelerating development of communications 

infrastructure across the continent, together with 
the development benefits it offers, is to be lauded, 
however, parallel investment into cyber security is 
urgently required. As Africa’s internet speed and 
penetration look set to accelerate in the next five 
years, it is urgent that improvements in cyber security 
are made now, as it will be far costlier, and in many 
cases unfeasible, to retrofit existing infrastructure once 
it is in place.

 • In parallel, greater effort is required to educate the 
population at large regarding the risks inherent in 
the technologies used in everyday life. Programming 
seeking to enhance the digitisation of countries 
must incorporate an element of cyber risk and cyber 
governance because, without this, greater digitisation 
makes individuals extremely vulnerable to criminal 
exploitation. 

 • Tertiary education for cyber security specialists 
requires improvement if an ever-increasing gap 
between demand and supply is to be avoided. 

 • West African states should invest in more e-waste 
recycling factories to harness the possible benefits 
of these materials and curtail their accessibility to 
criminal networks producing counterfeit hardware. 
Countries from which the discarded e-waste flows, 
should recycle more e-waste and educate nationals 
as to the importance of wiping or destroying drives 
before disposing of them.

 • Data protection regulations and the implementation 
of legislation should ensure there are channels for 
sharing consumer personal data between private 
sector operators for the purposes of mitigating 
the risk of crime. Where such provisions are too 
narrowly drafted, and only allow such data sharing 
to investigate a crime, the effects are retroactive and 
pose an obstacle to preventative collaboration. 

 • More widespread adoption of the Malabo 
Convention, together with enhanced regulation 
of the telecommunications and digital space is 
required. Legislation should be drafted to cover future 
technological innovations, and should be prepared 
through consultative processes which take into 
account the views of the industry. 

 • To date, a significant proportion of the regulations 
affecting the telecommunications market is extremely 
consumer-centric, placing consumer ease at the core 
of structures. While this is laudable, a similar focus 
is required on security and risk mitigation, even if 
sometimes it comes at the price of less consumer 
convenience.

 • Significant capacity building of law enforcement in 
the sphere of cyber crime is required, together with 
enhanced resources. 
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